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Security Update 

Hi, 
 
We have idenQfied and patched two security vulnerabiliQes affecQng certain Rocket.Chat 
deployments. Both issues have been resolved in the latest releases. Please read the secQons 
below to see if your workspace is affected. 
  
CVE-2026-28514 | Microservices deployments 
Affects workspaces running Rocket.Chat in microservices mode. An authenQcaQon vulnerability 
was idenQfied in the ddp-streamer microservice. 
  
CVE ID (yet to be assigned) | OAuth authenHcaHon 
Affects workspaces with OAuth authenQcaQon enabled. An authenQcaQon bypass vulnerability 
was idenQfied in the OAuth login flow. 
  
What you need to do immediately:  

1. Check your current version: Log in to your workspace and navigate to AdministraQon > 
Workspace to find your current version. 

2. Upgrade to a patched version: Update to one of the following patched versions: 7.10.9, 
7.11.6, 7.12.6, 7.13.5, 8.0.3, 8.1.2, 8.2.1 or above 

3. If unsure which version to choose: Select the latest patch release within your current 
major version line. 

4. Rocket.Chat Cloud (version-locked): If your workspace is locked to a specific version, 
please request an upgrade via our support team. 

5. Rocket.Chat Standard Cloud (no version lock): Your workspace has already been 
automaQcally upgraded. No acQon required. 

6. Rocket.Chat Premium/Dedicated Cloud (no version lock): Your account manager is 
coordinaQng the upgrade to minimize disrupQon and will be in touch to confirm a 
suitable schedule. 

 
Stay up to date on security updates 
 
As part of our commitment to keeping customers informed, you will soon be automaQcally 
enrolled in our security newsle@er. CriQcal updates like this will be shared there as they arise. 
 
We encourage you to review our security guidelines and ensure your organizaQon adheres to 
industry best pracQces to maximize the security of your workspaces.  
 
Please rest assured that your security is our top priority. If you have quesQons or need 
assistance with the upgrade, please get in touch with our support team at 
support@rocket.chat.  
 
Regards,  
The Rocket.Chat Team 
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